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The emergent damage to computer network keeps increasing due to an extensive and prevalent connectivity  on the Internet. 
Nowadays, attack detection strategies have become the most vital component in computer security despite the main 
preventive measure in detecting the attacks. The main issue with current detection systems is the inability to detect the 
malicious activity in certain circumstances. Most of the current intrusion detection systems implemented nowadays depend 
on expert systems where new attacks are not detectable. Therefore, this paper concern about Denial of Service (DoS) attack, 
detection using Neural Network. The data used in training and testing was  KDD 99 data set based on the  Defense Advanced 
Research Projects Agency (DARPA) intrusion detection programme, which is publicly accessible by Lincoln Labs. Special 
features of connection records have been acknowledged to be used in DoS attacks. The result from this experiment will show 
the effectiveness of Neural Network using the backpropagation learning algorithm for detecting DoS attack. 
Keywords: DoS attack, Intrusion detection, machine learning. 
 
1. INTRODUCTION 
The Internet has brought many advantages in 
technologies to the people. This technologies affected our 
daily life in some way,   like video call, WhatsApp, online 
banking and wireless devices. Even internet is used for 
educational purposes; lecturer tends to use website or 
portal for uploading notes and assignment and students 
also use it for online assignment submission. Online 
banking is another service that really needs to use the 
internet as a medium for the client to do things like 
withdrawal and deposit money.  Therefore it is a vital to 
have a good defense strategy and also an automation 
mechanism in detecting intrusion or problem 
immediately.   
In computing, a denial of service attack happens when 
an attacker tends to interrupt the systems of the targeted 
user by making it unreachable or the services to be not 
 




available1. It is also known as a malicious attack, whereby 
all the services that use the internet as the medium 
becomes unreachable to the users. This can be done by 
interfering the normal function of the system. To make it 
simple, the denial of services (DoS), attack the most 
important component in a network like the hosting server 
or a network service. It can be done by interfering its 
normal functioning. 
A denial of service attack includes botnets which 
known as a number of computing devices that are 
compromised2. The process is done by transport to the 
targeted user with a large amount of request or data 
packet. When this is happening, the normal function of 
the system will be corrupted and unavailable. Attackers 
create several botnets that commonly known as zombies. 
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